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• Studied quantum cryptography 25 years ago
at University of Montreal

• Worked in the industry as a cryptographic engineer

• Joined Microsoft more than a decade ago
• Now with MSR Security & Crypto team, working with cutting-edge crypto tech

About 

https://www.microsoft.com/en-us/research/group/security-and-cryptography/
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https://www.microsoft.com/en-us/research/group/security-and-cryptography/


• Quantum computers use the properties of 
quantum mechanics to implement algorithms 
not possible on classical computers

• A lot of R&D around the globe
• My colleagues are building the full stack: 

from the chip to the SDK
https://www.microsoft.com/quantum/
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The Quantum Revolution

QDK

https://www.microsoft.com/quantum/


The Quantum Menace
• Quantum computers are bad news for cryptography!

• Shor (1994) solves the factoring (breaks RSA) and discreet log (breaks DSA, 
Diffie Hellman, and elliptic curve variants) problems in polynomial time

• Breaks most all the asymmetric crypto in use today

• Could be built within 10-15 years

• We need new quantum-safe cryptography
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Need to migrate 
to quantum-safe
crypto soon

• Capture now, decrypt later

• Updating standards takes a long time
• TLS, SSH, IKE, PKI, S/MIME, …

• Unknown impact on code base
• Longer key/message/sig sizes

• Slower running times

• Code agility
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Do your apps protect data that needs to 
be kept secret for more than 10 years?



competition
Nov 2017

• Round 1

• 69 submitted

Apr 2018

• 1st NIST PQC 
workshop

Jan 2019

• Round 2

Aug 2019

• 2nd NIST PQC 
workshop

2020/2021

• Round 3

2022-2024

• Draft 
standards
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BIG QUAKE
BIKE
CFPKM
Classic McEliece
Compact LWE
CRYSTALS-KYBER
DAGS
Ding KEX
DME
EMBLEM
R.EMBLEM
FrodoKEM
Giophantus

Guess Again
HILA5
HQC
KCL
KINDI
LAC
LAKE
LEDAkem
LEDApkc
Lepton
LIMA
Lizard
LOCKER

LOTUS
McNie
Mersenne756839
NewHope
NTRUEncrypt
NTRU-HRSS-KEM
NTRU Prime
NTS-KEM
Odd Manhattan
Ouroboros-R
PQ RSA-Enc
QC-MDPC KEM
Ramstake

RLCE-KEM
Round2
RQC
SABER
SIKE
Three Bears
Titanium

CRYSTALS-DILITHIUM
DRS
DualModeMS
FALCON
GeMSS
Gravity-SPHINCS
Gui
HiMQ-3
LUOV
MQDSS

pqNTRUSign
Picnic
PQ RSA-Sig
pqsigRM
qTESLA
RaCoSS
Rainbow
SPHINCS+
WalnutDSA

Encryption / Key Encapsulation Signature



competition
Nov 2017

• Round 1

• 69 submitted

Apr 2018

• 1st NIST PQC 
workshop

Jan 2019

• Round 2

• 26 remaining

Aug 2019

• 2nd NIST PQC 
workshop

2020/2021

• Round 3

2022-2024

• Draft 
standards
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BIKE

Classic McEliece

CRYSTALS-KYBER

FrodoKEM

HQC

LAC

LEDAcrypt

NewHope
NTRU

NTRU Prime
NTS-KEM

ROLLO

Round5
RQC
SABER
SIKE
Three Bears

CRYSTALS-DILITHIUM

FALCON
GeMSS

LUOV
MQDSS

Picnic

qTESLA

Rainbow
SPHINCS+

Encryption / Key Encapsulation Signature



• C library created to simplify integration of PQC into applications

• Contributions from

• Supports many NIST round 2 KEM and signature schemes

• Integrations into boringssl, OpenSSL, OpenSSH, OpenVPN 

• C++, C#, Go, Java, and Python wrappers

• https://openquantumsafe.org/
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https://openquantumsafe.org/


Prototyping PQC
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https://eprint.iacr.org/2019/858

• Analyze various options to 
integrate PQC into TLS and SSH

• Focus on hybrid scenarios

• Lessons learned from OpenSSL, 
OpenSSH, and s2n integrations

https://eprint.iacr.org/2019/858


Hybrid scenarios

• Early migration should use a hybrid of classical/PQ schemes
• Security of today + safety net against quantum computer

• Secure if one of the two is secure

• TLS and SSH negotiate one algorithm; need to define either:
• new combo schemes

• a new hybrid approach

• Consider backward compatibility, performance, latency, data flow
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ECDHEp256
SIKEp434

KDF

Hybrid Key

Classical
secret

PQC
secret



TLS case study

• Added PQ/hybrid KEX & auth

• TLS 1.2 (OpenSSL 1.0.2)

• TLS 1.3 (OpenSSL 1.1.1)
• PQ algs masquerade as EC curves

• Concatenation strategy more secure than 1.2 (KDF hashes transcripts)

• Spec pub key and sig limit: 216-1 bytes, cert limit: 224-1 bytes 
• OpenSSL limit is smaller

• Tested with OpenSSL/boringssl tools, apache, nginx

• https://github.com/open-quantum-safe/openssl
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https://github.com/open-quantum-safe/openssl
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https://github.com/open-quantum-safe/openssl

https://github.com/open-quantum-safe/openssl


SSH case study

• Added PQ/hybrid KEX & auth to OpenSSH 

• Define new algorithms
• e.g.: ecdh-nistp384-sike-503-sha384@openquantumsafe.org

• Supports both client and server public key authentication

• Spec message size limit: 232 bytes
• large enough for all round 2 candidates, but OpenSSH limit is smaller (218)

• https://github.com/open-quantum-safe/openssh-portable
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mailto:ecdh-nistp384-sike-503-sha384@openquantumsafe.org
https://github.com/open-quantum-safe/openssh-portable
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https://github.com/open-quantum-safe/openssh-portable

https://github.com/open-quantum-safe/openssh-portable


Key Encapsulation Mechanisms
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KEM scheme OpenSSL 1.0.2 
TLS 1.2

OpenSSL 1.1.1 
TLS 1.3

OpenSSH 
7.9 SSH2

BIKE 1/2/3 L1/3/5 (round 1)

Frodo KEM 640/976 AES/SHAKE

Frodo KEM 1344 AES/SHAKE

Kyber 512/768/1024

LEDAcrypt KEM LT 12/32/52

NewHope 512/1024 CCA

NTRU HPS (2048-509/677)/(4096-821)

NTRU HRSS 701

NTS KEM (12,64)

LightSaber/Saber/FireSaber KEM

SIKE p434/p503/p610/p751

KEM integrations for both 
PQ and hybrid (with ECDHE)

Legend:

Success

Works with code mods

Did not work



Signatures
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KEM scheme OpenSSL 1.1.1 
TLS 1.3

OpenSSH 7.9 
SSH2

Dilithium 2/3/4

MQDSS 31 48/64

Picnic L1 FS/UR

Picnic L3/L5 FS/UR

Picnic2 L1 FS

Picnic2 L3/L5 FS

qTesla I/III-size/III-speed (round 1)

Rainbow Ia Classic

Rainbow Ia Cyclic/Compressed

Rainbow IIIc/Vc Classic/Cyclic/Compressed

SPHINCS+ * 128s *

SPHINCS+ * 128f/192f/192s/256f/256s * 

Signature integrations for 
both PQ and hybrid (with 
ECDSA)

Legend:

Success

Works with code mods

Did not work



PQC TLS benchmarking

Two experiments to measure PQC 
impact on TLS performance

1) Simulated connections with 
various latency and packet-loss

2) Real-world retrievals of various 
page sizes from various geo-
located VMs

https://eprint.iacr.org/2019/1447
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https://eprint.iacr.org/2019/1447


Benchmarking results #1
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Linux (Ubuntu 18.04) - Azure D64s v3 VM – 64 vCPUs

Client
(veth)

OpenSSL 
s_time

Server
(veth)

RTT (ms): 6, 31, 79, 196
Packet loss probability: 0% to 20%

netem

“ Packet loss rate > 3-5%: larger fragmented
artefacts need to be retransmitted ”
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Benchmarking results #2
Client

East US 2
Central US

(31ms)

East US
(6ms)

North Europe
(70ms)

Australia East
(199ms)

1kB 10kB 100kB 1MB

“The overhead of slower TLS connection
establishment diminishes as a proportion
of the overall page load time ”



PQ VPN tunnels

• OpenVPN 2.4.8 integration
• Uses OQS’s OpenSSL fork
• Easy legacy app tunneling
• https://www.microsoft.com/en-us/research/project/post-quantum-crypto-vpn/

• Project Natick PQC VPN experiment
• Natick is an underwater datacenter module

off the coast of Scotland
• We run a PQ VPN from Redmond

• Uses ECDHE-P256 + SIKEp434 hybrid
• Rekeying every hour

• https://www.microsoft.com/en-us/research/project/
post-quantum-crypto-tunnel-to-the-underwater-datacenter/
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Service

https://www.microsoft.com/en-us/research/project/post-quantum-crypto-vpn/
https://www.microsoft.com/en-us/research/project/post-quantum-crypto-tunnel-to-the-underwater-datacenter/


Quantum computers are coming…
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Let’s make sure
our crypto is

quantum safe!

@chpaquin

https://www.microsoft.com/en-us/research/project/post-quantum-cryptography/

https://www.microsoft.com/en-us/research/project/post-quantum-cryptography/

